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Abstract
Background：Electronic health (eHealth) records an important component of eHealth comprises more 
than eHealth records such as telemedicine and pharmacovigilance improve the quality of healthcare by 
making patients’ health information easily accessible, thereby improving efficiency and reducing the cost of 
healthcare service delivery. Fingerprint authentication plays an essential role in the facilitation of eHealth 
through the fast, secure, accurate, and reliable identification of individuals. However, eHealth faces several 
security challenges that need to be addressed. This study endeavors to evaluate the system of fingerprint 
authentication developed by Liquid Inc., and also, to evaluate some literatures reviews were conducted on 
eHealth focusing on the Namibian situations.
Methods：(1) A test developed by Liquid Inc. was used to evaluate Liquid Engine’s system of fingerprint 
authentication.
(2) Literature reviews were conducted on eHealth focusing on the Namibian situations; the shortage of 
resources in daily clinical practice as well as clinical trials.
Results：(1) It takes approximately 3 seconds to scan 5 million pieces of data for fingerprint authentication 
by Liquid Engine, and approximately 1,000 seconds by a competitor.
(2) eHealth information can exist in three states: storage, transmission, and processing.
(3) Methealth Namibia Administrators (Pty) Ltd currently provides administration services to >200,000 
people in Namibia and its Health SmartCard is a first of its kind in Africa.
(4) eHealth can compensate for the shortage of medical doctors in Namibia by means of telemedicine 
enabling emergency medical intervention.
(5) The Namibia Medicines Regulatory Council accepts New Drug Applications (NDAs) for Active 
Pharmaceutical Ingredients (APIs) using clinical trial data of other countries only; a big issue in terms of 
drug safety. eHealth can be used for pharmacovigilance to improve such situations.
Conclusion：(1) The proposed Liquid Engine system with its unique patent can contribute to eHealth.
(2) Namibia is an emerging country with great opportunities for remarkable economic growth following 
improvements in the provision of healthcare, drug development, and related legislation such as Good 
Clinical Practice.
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1.  Background

According to the World Health Organization 
(WHO), electronic health (eHealth) records is the 
use of information and communication technolo-
gies (ICT) for health 1). Telemedicine, defined as 
the “use of communication networks for deliver-
ing healthcare services and medical education 
from one geographical location to another” 2) can 
improve access to health services, particularly for 
people in remote areas 3, 4), and improve the quality, 
effectiveness, and outcomes of these services.

eHealth is considered essential for healthcare 
systems with limited resources that are facing 
increased demand owing to an ageing population 
that requires advanced treatments 5). It is becoming 
indispensable to medical professionals who require 
access to vital information in their daily medical 
practice, and to clinical trials, as time and money 
can be saved through central monitoring and source 
document verification without having to visit a 
number of medical institutions participating in a 
trial. Telecommunication may also bolster access 
to care or improve health care quality, effective-
ness, and outcomes. Special attention is paid to 
ways in which delivery systems are reformed and 
may increase the use of eHealth and telemedicine. 
However, eHealth faces several security challenges 
that need to be addressed. Given this backdrop, we 

evaluated the system of fingerprint authentication 
developed by Liquid Inc. to facilitate the use of 
fingerprint authentication, which plays an impor-
tant and basic role to identify individuals with 
speed and accuracy as well as provide trust worthy 
security.

2.  Methods

(1) We utilized a test developed by Liquid Inc. to 
evaluate the speed of access to Liquid Engine’s 
fingerprint authentication database (Table 1); (2) 
We conducted a literature review on eHealth focus-
ing on the Namibian situation including the 
Biometric Access Control for eHealth records; the 
website for the Health SmartCard developed by 
Methealth Namibia Administrators (Pty) Ltd; a 
newspaper article concerning the grave shortage of 
medical doctors in Namibia; and regulations for 
clinical trials found on the Medicines Regulatory 
Council website.

3.  Results

3.1   Results of the test to evaluate the Liquid 
Engine system of fingerprint authentica-
tion

The test revealed that it takes around 3 seconds 
to scan 5 million pieces of data for fingerprint 
authentication by Liquid Engine, while a competi-

Table 1   Fingerprint authentication by Liquid Engine and a competitor

 Liquid Engine is a system that is developing biometric authentication technology for large data set analysis.
 According to the general and specific criteria and related software, a model for evaluating Fingerprint 
authentication registry software was proposed.
 Based on the proposed model, its validity and reliability was evaluated. The evaluation model used 
Windows 7 SP1 (Professional/Enterprise/Ultimate).

 Common software and hardware used by Liquid Engine and a competitor:
　　Software: OS: Windows 8.1
　　Hardware:  ①Windows Tablet Think Pad 10 (20C1S00U00);

②Fingerprint Scanner (FS88H)
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tor takes around 1,000 seconds.
Other points of comparison between Liquid 

Engine and a competitor are shown in Table 2 and 
Liquid Engine’s advantages are shown in Fig. 1.

The test conducted on Liquid Engine was vali-
dated by experts from Liquid Inc., and can there-
fore be used as a comprehensive standard evaluation 
tool for measuring efficiency and effectiveness 
thereby improving the performance of fingerprint 
authentication registry software.

3.2   Biometric Access Control for eHealth 
records

José R. Díaz-Palacios et al. (2013) showed us 
that biometrics, together with new hardware and 
software technologies, can address concerns 
regarding the preservation of privacy with pre-
hospital emergency cases 6) (Fig. 2). Telemedicine 
would improve mobility and would facilitate the 
process of scanning a patient’s fingerprint 6). In 
promoting eHealth through telemedicine, privacy 

Table 2   Comparison of the software/system of Liquid Engine and that of a competitor

Liquid Engine Competitor

Card Fingerprint Only Card + Fingerprint

Cost Low
(local server + cloud)

High
(need to develop the high spec 
data-center)

data storage Liquid original data
(hard to steal, rebuild)

Raw image data
(easy to steal, rebuild)

Fig. 1   Advantages of the Liquid Engine system



－86－

protection is considered one of the fundamental 
issues. The electronic nature of health information 
introduces certain vulnerabilities that increase the 
possibility of security breaches occurring. As 
shown in Fig. 1, Liquid Engine has the advantage 
of high security because original numbers cannot 
be restored to fingerprint images.

Additionally, in promoting usage of eHealth in 
ordinary medical practice, it is important to recog-
nize that eHealth information can exist in three 
states: storage, transmission, and processing 6) (Fig. 
3). eHealth data are stored in a secure remote loca-
tion and can be transmitted to clinical practices or 
to public health institutions. It can be used for central 
monitoring in clinical trials, as well as in emergency 
care situations. Information and Communication 
Technology (ICT) solutions ensure the correct pro-
cessing of data.

3.3   The Health SmartCard by Methealth 
Namibia Administrators (Pty) Ltd, MNA

Methealth Namibia Administrators (Pty) Ltd, 
(MNA) is an independent Namibian company pro-
viding administration and managed health care 
services to medical aid funds in Namibia. MNA 
strives to be the medical aid fund administrator of 
choice and aims to provide affordable, innovative 
healthcare solutions 7). The company currently pro-
vides administration services to >200,000 individ-

Fig. 2   Security challenges in eHealth by Liquid Inc.

Fig. 3   Concept for eHealth

trans
mission

processing

storage

eHealth
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uals in Namibia 7). Two of the funds that are 
benefitting from the Health SmartCard, which is 
first of its kind in Africa, are the Namibia Medical 
Care Fund (open fund) and Bankmed Namibia 
Fund (closed fund).

The Health SmartCard is a state-of-the-art bio-
metric fingerprint system; however, the SmartCard 
has an IC chip which enables registration for a spe-
cific finger print 7).

3.4   Critical shortage of medical doctors in 
Namibia

According to the Namibian newspaper, New 
Era, dated September 24, 2014, there were only 
four state employed doctors responsible for over 
70,000 people. These people were believed to be 
wholly dependent on state hospitals, as they had 
no access to private medical schemes 8). This trans-
lates to an average doctor -patient ratio of one doc-
tor per 1,700 patients and this figure could even be 
higher when those with no access to private medi-
cal assistance in urban areas are included 8). This 
means that patients in outlying areas have to travel 

to Windhoek where they can benefit from telemed-
icine. In emergency cases, telemedicine, along 
with eHealth, enables us to send clinical data to 
hospitals prior to the arrival of the ambulance so 
that the hospital can prepare for the appropriate 
therapy in advance (Fig. 4).

Thus, eHealth can compensate for the shortage 
of medical doctors in Namibia through telemedi-
cine which enables emergency medical interven-
tion.

3.5   Big issue with clinical trials in Namibia
At present the Namibia Medicines Regulatory 

Council accepts New Drug Applications (NDA) 
for Active Pharmaceutical Ingredients (API) using 
clinical trial data of other countries only 9). This 
causes huge issues in terms of drug safety. For 
example, in 2016, a female infant of two years 
died after receiving a vaccination. Her death is 
under investigation. It was also revealed that 21 
babies countrywide have died since 2006 after 
receiving certain vaccines 10). eHealth for pharma-
covigilance can be used to avoid such situations.

Fig. 4   Application of eHealth for a typical emergency
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eHealth can be used for conducting clinical tri-
als of NDAs, and post-marketing surveys and 
pharmacovigilance of vaccinations within a legal 
framework which includes informed patient con-
sent.

4.  Discussion

Fingerprint authentication with Liquid Engine 
developed by Liquid Inc. can help address short-
comings in eHealth security and the Namibian 
health system. Liquid Engine has a unique patent 
(Japanese Patent No. 5977899) and the application 
for an overseas patent has already been submitted. 
This means that introducing this product to the 
Namibian market should be simple.

Fingerprint authentication will offer a sense of 
security and convenience to patients and physi-
cians. However, to remain ahead of the emerging 
security threats posed by eHealth, healthcare orga-
nizations are moving away from traditional 
approaches to future oriented systems using bio-
metrics technology. Japan has conducted the 
world’s first telemedicine experiments employing 
WINDS ultra-high-speed internet satellite, nick-
named “KIZUNA,” 11) and we are going to conduct 
an eHealth feasibility study for Namibia and Japan. 
We must also pay attention to the issue of offshore 
software development 12).

Japan will be responsible for developing the 
core technology and software offshore, but some 
software development can be done locally in 
Namibia. This must be made clear beforehand to 
avoid misunderstandings between the two coun-
tries 11, 12).

With regards to the critical issue of NDA and 
pharmacovigilance in Namibia, we currently have 
a great opportunity to improve the regulatory 
framework for pharmaceutical affairs. Namibia 
will likely establish a new law for the implementa-

tion of clinical trials under Good Clinical 
Practice 13). In this event, many new businesses and 
jobs will be created to monitor clinical trials by 
emerging private companies, such as the Contract 
Research Organization (CRO) and Site Manage-
ment Organization (SMO) 14).

Namibia will have hospitals specializing in the 
conduct of clinical trials utilizing eHealth emerg-
ing technologies. It is expected that Namibia will 
introduce many cutting-edge innovations from 
pharmaceutical companies with foreign currency 
and will learn about pharmaceutical affairs from 
the Singapore example 15) because Singapore has 
some similarities with Namibia as follows;

1)  Namibia has a small population.
2)  Namibia has a national policy with the e-gov-

ernment.
3)  Namibia has a lot of naïve patients who do 

not have any experience in clinical trials.
4)  Various ethnic groups can be flowed into 

Namibia from various regions; Angola, 
Zambia, Zimbabe, Botzana and South Africa.

Considering these points, Namibia shows 
great potential to introduce new industries 
with the slogan “rich country” by using clini-
cal trials.

Therefore further investigation with respect to 
health improvement and drug development in 
Namibia is currently in progress at our institute, 
the University of Namibia.

5.  Conclusion

In conclusion, (1) Liquid Engine with its unique 
patent can contribute to eHealth security through 
the optimization of a numerical value range with-
out imaging data. This also means it is not neces-
sary to consider the limits of disk sizes.

Liquid Engine can therefore contribute to the 
optimization of eHealth through its core features 
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of: storage, transmission, and processing.
(2) Namibia is an emerging country in terms of 

health improvement as well as drug development, 
which provides great opportunities for remarkable 
economic growth along with the establishment of 
legislation for Good Clinical Practice.
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ナミビアにおける保健医療および
新薬開発に関する改革の可能性：

指紋認証システムによる電子医療の個人情報保護
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